Device wipe and disposal checklist
	Asset tag
	
	Device and model
	

	Serial number
	
	Last user
	

	Returned on
	
	Next: reissue / repair / sale / e-waste
	


Before the device leaves IT
	Step
	Done
	By
	Date

	Copy any company data the business still needs to the approved location
	
	
	

	Sign out of and remove accounts: Microsoft, Google, Apple ID and Find My
	
	
	

	Remove the device from MDM (for example Microsoft Intune)
	
	
	

	Remove device locks: BIOS or firmware password, activation lock, Android factory reset protection
	
	
	

	Erase the storage: factory reset with encryption on, or the maker’s secure erase
	
	
	

	Remove SIM and memory cards
	
	
	

	Inspect the device and record its condition; photograph any damage
	
	
	

	Update the asset register: in stock, sold or disposed
	
	
	


Only if the device is sold or scrapped
	Step
	Done
	By
	Date

	Remove asset tags and company labels
	
	
	

	For e-waste, hand over only to a registered recycler or refurbisher and keep their receipt
	
	
	

	For a sale, raise the sale bill and record the buyer
	
	
	


	Recycler or buyer
	

	Certificate or bill number
	



	
______________________________
Wiped by: name, signature and date
	
______________________________
Checked by: name, signature and date


Template from assetvow.com. Edit freely for your company.
